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USE CASE

PUBLIC TRANSIT

AUTHORITY

Migrating from VPN to Zero Trust

Who:

* Public transit authority that operates a system of subways,

light rail, ferries, buses, streetcars, and regional commuter
trains.

Need:

 Replace legacy Cisco VPN with Zero Trust Access.

* Solution for both Zero Trust application access
and zero trust file and data access.

+ Secure remote file access and sharing of sensitive
documents for 1200 contractors.

fileflex.com/fileflex-enterprise/use-cases/

Fileflex Enterprise Solution Provided:

« Worked with transit authority’s IT consultant to provide a
comprehensive zero trust solution that included access to
the Internet, SaaS applications (Office 365 and on-premise
project management application) via Zscaler and micro-
segmented zero trust file and folder access and sharing via
FileFlex to replace Cisco VPN with Zero Trust Access.

Provide 1200 contractors secure sharing of files located
anywhere on their multi-domain hybrid-IT infrastructure.

Both users and IT can control share permissions.

Sharing and access of company confidential files can be
restricted to ‘access-only’ (no sharing) and ‘view-only’
(no downloading).

Provides zero trust secure processes and robust security
over sharing.

+ Robust activity log and IT management toolkit.
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